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FileName = Virus - Or.jp 02/02/12 18:09:36

Subject: FOUND VIRUS IN MAIL from shihoko@fox.zero.ad.jp
Date: Tue, 5 Feb 2002 07:27:14 +0900 (JST)
From: postmaster@sps.cc-net.or.jp
To: virusalert@sps.cc-net.or.jp

A virus was found in an email from:
shihoko@fox.zero.ad.jp

The message was addressed to:

-> info@cc-net.or.jp

The message has been quarantined as:
/var/virusmails/virus-20020205-072714-97322
Here is the output of the scanner:

>>> Virus "W32/Badtrans-B* found in file
/var/amavis/amavis-07726338/parts/msg-97322-2.pif
>>> Virus "W32/Badtrans-B* found in file
/var/amavis/amavis-07726338/parts/part-00001

Here are the headers:

————————————————————————— BEGIN HEADERS ---------mmmmmmmmmmmmmm oo
Return-Path: <shihoko@fox.zero.ad.jp>
Received: from fox.zero.ad.jp (fox.zero.ad.jp [211.11.96.133])
by sps.cc-net.or.jp (8.11.6/8.11.6av) with ESMTP id g14MRDA97319
for <info@cc-net.or.jp>; Tue, 5 Feb 2002 07:27:13 +0900 (JST)
(envelope-from shihoko@fox.zero.ad.jp)
Received: from aol.com (osakal721-152057.zero.ad.jp [211.123.152.57])
by fox.zero.ad.jp (8.9.3+3.2W/3.7W) with SMTP id HAA03402
for <info@cc-net.or.jp>; Tue, 5 Feb 2002 07:27:00 +0900 (JST)
Date: Tue, 5 Feb 2002 07:27:00 +0900 (JST)
Message-1d: <200202042227 .HAA03402@fox.zero.ad. jp>
From: "R @u q" <_shihoko@fox.zero.ad.jp>
To: info@cc-net.or.jp
Subject: Re:
MIME-Version: 1.0
Content-Type: multipart/related;
type="multipart/alternative";
boundary="====_ABC1234567890DEF_===="
X-Priority: 3
X-MSMail-Priority: Normal
X-Unsent: 1



FileName = 1 - From: Tsuka <tako@adonis.ne.jp> Adonis 02/02/12 18:13:50

VIRUS ALERT
Our viruschecker found the

"W32/Badtrans-B*"
"W32/Badtrans-B"

virus(es) in your email to the following recipient(s):
-> info@cc-net.or.jp

Please check your system for viruses, or ask your system administrator
to do so.

For your reference, here are the headers from your email:

————————————————————————— BEGIN HEADERS —-----——mmmmmmmmmmmmmmm oo

Return-Path: <info@cc-net.or.jp>

Received: from aol.com (c196002.ppp.asahi-net.or.jp [210.155.196.2])
by sps.cc-net.or.jp (8.11.6/8.11.6av) with SMTP id g0A73HT91472
for <info@cc-net.or.jp>; Thu, 10 Jan 2002 16:03:17 +0900 (JST)
(envelope-from info@cc-net.or.jp)

Date: Thu, 10 Jan 2002 16:03:17 +0900 (JST)

Message-1d: <200201100703.g0A73HT91472@sps.cc-net.or.jp>

From: "Support" <support@cyberramp.net>

To: info@cc-net.or.jp

Subject: Re:

MIME-Version: 1.0

Content-Type: multipart/related;
type="multipart/alternative";
boundary="====_ABC1234567890DEF_===="

X-Priority: 3

X-MSMail-Priority: Normal

X-Unsent: 1
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Excel 97
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Macintosh Word 2001
Macintosh
Macromedia Flash
mIRC pIRCH
Office 97
PalmOS
PowerPoint 97
Unix

Visual Basic Script
Visual Basic Script

Access 97

MS Access 97 (O8]
VBA
Access

Sophos Anti-Virus "AM97/"
"AQ7TM" "AM"

TopP
AppleScript

AppleScript Macintosh OS
Macintosh
AppleScript AppleScript
AppleScript

Sophos Anti-Virus "AplS/*"

ToP

Basic Input Output System (BIOS)
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Sophos : wysiwyg.//49/http://www.sophos.co.jp/virusinfo/articles/glossary.html

BIOS PC
BIOS
BIOS
BIOS
BIOS
BIOS W95/CIH-10xx
BIOS
BIOS
—
CMOS
CMOS
CMOS
CD-ROM
CMOS
Troj/KillCMOS-E
CMOS
Web
CMOS " "
Form
TOP
Corel Script
(O Corel SCRIPT
Corel SCRIPT
Corel SCRIPT
Sophos Anti-Virus "Csc/"
TOP
DOS
DOS/Windows
—
DOS
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Excel 97

Excel

Excel

JavaScript

3710
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PC
Windows

Intel 80x86

MS Excel 97
VBA5

XLSTART
XM97/Papa

Sophos Anti-Virus
"X97TM"

MS Excel 5
Excel

XLSTART

Sophos Anti-Virus
"XF97/"

MS Excel 5
VBA3

XLSTART

Sophos Anti-Virus
"Excel"

0S

0s

(0N}
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Outlook

Intel

"XM97/"
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XM/
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ToOF
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JavasScript

Linux

Macintosh

Macintosh

JavaScript

Microsoft Outlook Internet Explorer

JavaScript

Sophos Anti-Virus

JavaScript

Microsoft Outlook Internet Explorer

JavaScript
IRC Outlook

Sophos Anti-Virus

Linux
Linux

Sophos Anti-Virus
"Unix"

Macintosh

Windows

Macintosh

Sophos Anti-Virus

Power Macintosh
QuickTime AutoPlay

Sophos Anti-Virus

Macromedia Flash

4/ 10

Flash 5
Flash

Macromedia Flash

HTML
"JS/"
TOP
HTML
"Js/"
TOP
Linux
"Linux/"'
TOP
"Mac/"
TOP
"Mac/"
TOP
—
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mIRC pIRCH

Office 97

PalmOS

PowerPoint 97

Unix

IRC
IRC Script
SCRIPT.INI

Sophos Anti-Virus
"pIRC/"

MS Office 97
VBA5

Excel

Sophos Anti-Virus

PalmOS Palm

Sophos Anti-Virus

MS PowerPoint 97
VBA5

Sophos Anti-Virus
"PPO7TM"

Unix
Unix

Sophos Anti-Virus

Visual Basic Script
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Sophos Anti-Virus "VBS/"
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Win32
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"Win32"
—
Win32
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Win32 Windows APl MAPI
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"Win95"
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JOP
Word
0s MS Word
Word Basic Word 6  Word 95
NORMAL.DOT
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2002 1 Sophos 10

1 1 W32/Badtrans-B R 6
2 W32/MyParty-A B 23
3 3 W32/Magistr-B B 36%
4 4 W32/Sircam-A 2o
5 7= W32/Nimda-A I 23%
6 W32/Maldal-G I 1.6%
7 5 W32/Magistr-A | 1.4%
8= W32/Gokar-A | 1.3%
8= W32/Klez-E | 1.3%
10 7= W32/Nimda-D | 1.0%

19.2%

10 GIF EPS
Web
10
2002 [v] 1 [v] [ok
6 1 10
2001  Sophos 10 [*] oK
TOP
SIOPH|IO|S

ANTI-VIRUS

2002702712 12:38
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Web
Sophos Anti-Virus Web
10 2002 1 5
2 8 XM97/Divi-AQ 1 W32/Badtrans-B
2 7 W32/Klez-G 2  W32/MyParty-A
2 6 WM97/Comical-A 3  W32/Magistr-B
2 5 W32/Tariprox-B 4 W32/Sircam-A
1 30 WM97/Jedi-P 5  W32/Nimda-A
1 28 Troj/Msstake-A Sophos Anti-Virus

1 28 Troj/Download-A

1 28 VBS/Haptime-Fam

1 28 W32/MyParty-A 2002 1 10

1 25  WM97/Falcon-A W32/Badtrans-B

Sophos Anti-Virus
s

2 8 XM97/Divi-AQ u W32/Maldal-G
2 7 W32/Klez-G W32/Magistr-A
2 6 WM97/Comical-A W32/Gokar-A
2 5 W32/Tariprox-B

W32/Klez-E
1 30 WM97/Jedi-P

10 W32/Nimda-D
Sophos Anti-Virus

Sophos Anti-Virus

HTML

Web

2 Web
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W32/Badtrans-B

I-Worm.Badtransll, WORM_BADTRANS.B

ID IDE
ID ID Sophos Anti-Virus
2002 1 (3.53)

W32/Badtrans-B MAPI

" " Web

From:

" Anna" <aizzo@home.com>

"JUDY" <JUJUB271@AOL.COM>

"Rita Tulliani" <powerpuff@videotron.ca>
"Tina" <tina0828 @yahoo.com>

"Kelly Andersen" <Gravity49@aol.com>

" Andy" <andy@hweb-media.com>

"Linda" <lgonzal@hotmail.com>

"Mon S" <spiderroll@hotmail.com>
"Joanna" <joanna@mail.utexas.edu>
"JESSICA BENAVIDES" <jessica@aol.com>
" Administrator" <administrator@border.net>
" Admin" <admin@gte.net>

"Support" <support@cyberramp.net>
"Monika Prado" <monika@telia.com>

"Mary L. Adams" <mary@c-com.net>

Outlook Express 5
Microsoft

http://www.microsoft.com/japan/technet/security/frame_prekb.asp?

sec_cd=MS01-027
Microsoft

http://www.sophos.co.jp/virusinfo/analyses/w32badtransh.html 2002/02/12
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Web "Re: "

CARD

DOCS

FUN

HAMSTER
NEWS_DOC
HUMOR

IMAGES

info

ME_NUDE
New_Napster_Site
PICS

README
S3MSONG
SEARCHURL
SETUP
Sorry_about_yesterday
stuff
YOU_ARE_FAT!

2

.DOC.
.MP3.
ZIP.

"ZIP."

pif
scr

card.DOC.pif

docs.DOC.pif

fun.MP3.pif
HAMSTER.DOC.PIF
Humor.MP3.scr
IMAGES.DOC.pif
Me_nude.MP3.scr
New_Napster_Site.MP3.pif
Pics.DOC.scr
README.MP3.scr
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SEARCHURL.MP3.pif
SETUP.DOC.scr
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Sorry_about_yesterday.MP3.scr
stuff MP3 nif
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YOU ARE_FAT!.DOC.pif
YOU_are_FAT!.MP3.scr

Windows
Windows kernel32.exe

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Windows
Windows  Windows

kdll.dll
Troj/PWS-AV

W32/Badtrans-B Troj/PWS-AV Windows
cp_25389.nls

W32/Badtrans-B

ZVDOHYIK@yahoo.com
udtzgccc@yahoo.com
DTCELACB@yahoo.com
IIMCH2TH@yahoo.com
WPADJQ12@yahoo.com
fishd@rambler.ru
smr@eurosport.com
bgnd2@canada.com
muwripa@fairesuivre.com
rmxgpey@latemodels.com
eccles@ballsy.net
suck_my_prick@ijustgotfired.com
suck_my_prick4@ukr.net
thisisno_fucking_good@usa.com
S_Mentis@mail-x-change.com
YIPFRITGZ@excite.com
JGQZCD@excite.com
XHZJ3@excite.com
OZUNYLRL@excite.com
tsnlgd@excite.com
cxkawog@krovatka.net
ssdn@myrealbox.com

W32/Badtrans-B

Web

—— SIOIPIHIOIS
@ A|NT|I—|VI|RU5

http://www.sophos.co.jp/virusinfo/analyses/w32badtransb.html 2002/02/12
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W32/Goner-A

I-Worm.Goner, Gone, W32/Goner@MM, Pentagone, pentagon

Win32
ID IDE
ID ID Sophos Anti-Virus 2002
1 (353)
Sophos Anti-Virus 2001 12 5 0 45 W32/Goner-A
IDE mIRC

2001 12 5 21 00

W32/Goner-A GONE.SCR

Hi

How are you ?
When | saw this screen saver, | immediately thought about you | am in a harry, |
promise you will love it!

W32/Goner-A

1/3 2002/02/12 12:46
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- W32/Goner-A

_AVP32.EXE,
_AVPCC.EXE,
_AVPM.EXE,
APLICA32.EXE,
AVCONSOL.EXE,
AVP.EXE,
AVP32.EXE,
AVPCC.EXE,
AVPM.EXE,
CFIADMIN.EXE,
CFIAUDIT.EXE,
CFINET.EXE
CFINET32.EXE,
ESAFE.EXE,
FRW.EXE,
IAMAPP.EXE
IAMSERV.EXE
ICLOAD95.EXE,
ICLOADNT.EXE,
ICMON.EXE,
ICSUPP95.EXE,
ICSUPPNT.EXE,
LOCKDOWN2000.EXE,
NAVAPW32.EXE,
NAVW32.EXE,
PCFWalllcon.EXE,
TDS2-98.EXE,
TDS2-NT.EXE,
SAFEWEB.EXE.
VSHWIN32.EXE,
VSECOMR.EXE,
VSSTAT.EXE,
WEBSCANX.EXE,
ZONEALARM.EXE.

wysiwyg:.//64/http.//www.sophos.co.jp/virusinfo/analyses/w32gonera.html

Windows

Sophos Anti-Virus

C¥SAFEWEB¥

REMOTE32.INI

mIRC

mIRC

MIRC.INI

gone.scr

ICQ

Windows

mIRC
mIRC
REMOTE32.INI

Windows

HKLM¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

2002/02/12 12:46



Sophos : W32/Goner-A wysiwyg.//64/http.//www.sophos.co.jp/virusinfo/analyses/w32gonera.html

ed by ThE_SKULL and |satan|

. k3-unit, steflk,

Q Error'While Analyze Directxl

W32/Goner-A

Web

SIOIPHIOS

ANTI-VIRUS
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JS/Gigger-A

JavaScript

ID IDE
ID ID Sophos Anti-Virus 2002
3 (355

JS/Gigger-A  JavaScript

Outlook Express Update
MSNSofware Co.
Mmsn _offline.htm

recipient@Address
Microsoft Outlook 98.
Mmsn_offline.htm

C¥Blahta
C:¥B.htm
C:¥Windows¥Samples¥Wsh¥Charts.js
C:¥Windows¥Samples¥Wsh¥Charts.vbs
C:¥Windows¥Help¥Mmsn_offline.htm
INI HLP Script.ini
mIRC/Simp-Fam
HTM HTML ASP
C:¥Autoexec.bat
Echo yjformat c:

Y Yes Windows
C:

JS/Gigger-A
HKCU¥Software¥Microsoft¥Windows Scripting Host¥Settings¥Timeout
HKCU¥Software¥TheGrave¥badUsers¥v2.0

'NAV DefAlert’
HKLM¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

"This virus is donation from all Bulgarians™
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W32/Badtarns

W32/Myparty

www.myparty.yahoo.com

He lla!

Subject: new photos fram my party!

My party... It waz abzolutely amazing!
I have attached mw web page with new photosz!
If vou can please make color prints of my photos. Thanks!

I vy, myparty vahoo.com

W32/Myparty
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2002/02/12 18:22



virus_press 2002_02 http.//www.ipa.go.jp/security/txt/2002_02.html

MAILER-DAEMON

{Eate: Fri 14 Dec 20071 18:52:17 +0900 ¢IST?

rom: MAILER-DAEMON@wsmtpl. gyweb.ne. jp Mail Delivery System)

Subject: Undelivered Mail Returned to Sender

To: xvz@ipa.sec.eo.jp ;

MIME-"ersion: 1.0

Content-Type: multipartSreport; report-type=deliverv-status;
boundary="9B93E1 BB.1008323537 /' wamtpl.ggweb.ne. jp"|

Mezzage-Id <20011214095.C30 @wemtpl ggqueb.ne. p>

®-UIDL: a4f562d32f00a88

Thiz iz the ggweb Mail proeram at host wmemtpl.ggquweb.ne. p.

I'm zorry to have to inform wvou that the message returned
below could not be delivered to one ar more destinationz.

For further aszigtance, pleaze zend mail to <postmaster>

If vou do =0, pleaze inchude thiz problem report. You can
delete vour own text from the message returned below.

MAILER DAEMON
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(Windlows DOS UNIX 2,174 109  Macintosh 0 )

| windows DOS | | |

| W32/Badtrans | 1381 | XM/Laroux | 41
| W32/Hybris | 151 | XM/VCXA | 16
| W32/Magistr | 138 | X97M/Divi | 15
| W32/Aliz | 109 | W97M/Marker | 6
| W32/Myparty( ) | 107 | W97M/Melissa | 5
| W32/Sircam | 88| W97M/Titch | 4
| W32/Nimda | 70| W97M/Groov | 1
| W32/MTX | 29| W97M/Opey | 1
| W32/Klez | 27| W97M/Proverb | 1
| W32/Goner | 23| W97M/Vmpckl | 1
| W32/Zoher | 21| X97M/Barisada | 1
| W32/Shoho( ) | 6| |

| W32/CIH | 4| VBS/Haptime | 11
| Anti-CMOS | 3| VBS/LOVELETTER | 3
| Form | 3| VBS/SST |

| W32/Funlove | 3| VBS/Homepage |

| W32/Msinit | 3| UNIX |

| W32/Ska | 3| |

| W32/QAZ | 2| |

| Cascade | 1] Macintosh |

| W32/Fix2001 | 1 |

| W32/Navidad | 1 |
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1 /|
| WM | MSword95 WordMacro
| W97M | MSword97 Word97Macro
| XM XF | MSexcel95 97 ExcelMacro ExcelFormula
| X97M | MSexcel97 Excel97Macro
‘ W97M/X97M/P97M ‘ MSword97 MSexcel97 MSpowerpoint97 Word97Macro Excel97Macro PowerPoint97Macro
| W32 | Windows32
| VBS | VisualBasicScript
| Wscript | WindowsScriptingHost VBS
| Solaris | Solaris
65.2

]

———

1,489 | 65.2% | 17,332 | 71.4%
| | 327 | 14.3% | 1,286 | 5.3%
| I 467 | 20.5% | 5,643 | 23.3%

]
———
| | 38| 1.7%| 506 | 2.1%
| | 73| 3.2% | 882 | 3.6%
| | 1,326 | 58.1% | 16,291 | 67.1%
I I 208 | 9.1% | 2,360 | 9.7%
| | 430 | 18.8% | 2,589 | 10.7%
| | 18 | 0.8% | 387 | 1.6%
| | 29| 1.3% | 399 | 1.6%
| I 161 | 7.0% | 847 | 3.5%
4)

99.4%

e
__-
| | 2,251 | 98.6% | 17,790 | 73.3%
| | 19 | 0.8% | 3,791 | 15.6%
| | 1| 0% | 593 | 2.4%
| I 11| 0.5% | 655 | 2.7%
I I 0| 0% | 22| 0.1%
| | 1| 0% | 1,410 | 5.8%
5)
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__-
I I 1,969 | 86.2% | 19,585 | 80.7%
| 1 | 276 | 12.1% | 3,733 | 15.4%
| 2 5 | 26 | 1.1%| 528 | 2.2%
| 5 10 | 5| 0.2% | 190 | 0.8%
| 10 20 I 5| 0.2% | 93 | 0.4%
I 20 50 I 2| 0.1% | 74 | 0.3%
| 50 | 0| 0% | 58 | 0.2%
IPA/ISEC 2 8 331
| VBS/Haptime 2 11 3 10
'90 4

139 2 4 10

429 77 71

535 9 9 24

952 12 12 28

IPA/ISEC

ISEC Information technology SEcurity Center
TEL 03-5978-7508 FAX 03-5978-7518

E-mail virus@ipa.go.jp

03-5978-7509 URL http://www.ipa.go.jp/security/
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